
HCL BigFix

Research has shown that many cybersecurity incidents 
result from well-known vulnerabilities which have gone 
unpatched. Lengthy delays in identifying and remediating 
known vulnerabilities may lead to greater security risk, data 
breaches and ransomware attacks. 

The Cybersecurity and Infrastructure Security Agency (CISA) 
publishes the Known Exploited Vulnerabilities (KEV) catalog 
to provide an authoritative source of vulnerabilities that have 
been exploited “in the wild.” The CISA KEV catalog continues 
to grow and now contains more than 1000 KEVs. As a result, 
many Federal and non-Federal organizations continue to 
struggle to remediate KEVs in a timely and efficient way.

The HCL BigFix Known Exploited Vulnerabilities (KEVs) 
Content Pack Add On delivers a powerful solution that 
speeds the identification of KEVs so IT organizations can 
plan, prioritize and execute remediation plans. The Content 
Pack slashes the time organizations take to discover and  
remediate KEVs which is particularly important for Federal 
organizations that must adhere to Binding Operational 
Directive (BOD) 22-01. Many non-Federal organizations 
are also prioritizing the remediation of CISA’s KEVs as a 
cornerstone of their strategy in securing their environment.

You can review the content delivered in the HCL BigFix 
Known Exploited Vulnerabilities (KEVs) Content Pack Add On 
by visiting the BigFix Wiki.

HCL BigFix 
Known Exploited Vulnerabilities 
Content Pack Add On  

Highlights
•	Provides ready-to-deploy 
content for quickly 
discovering and remediating 
KEVs on BigFix-supported 
platforms. Supports 

•	CISA Known Exploited 
Vulnerability Exposure 
Analyzer delivered with 
BigFix CyberFOCUS Security 
Analytics. 

•	The Content Pack is 
included with BigFix 
Workspace+ and BigFix 
Enterprise+ and is 
available as an add-on 
to BigFix Lifecycle, BigFix 
Compliance, and BigFix 
Remediate.

 

Empowers BigFix users to quickly and continuously report on compliance against 
CISA’s Known Exploited Vulnerabilities (KEVs) on BigFix-supported platforms

About HCLSoftware     

HCLSoftware develops, markets, sells, and supports product families in the areas 
of Digital Transformation, Data, Analytics & Insights, AI & Automation and Enterprise 
Security platforms. HCLSoftware is the cloud-native solution factory for enterprise 
software and powers millions of apps at more than 20,000 organizations, including 
more than half of the Fortune 1000 and Global 2000 companies. HCLSoftware’s 
mission is to drive ultimate customer success with its IT investments through 
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://bigfix-wiki.hcltechsw.com/wikis/home?lang=en-us#!/wiki/BigFix%20Wiki/page/BigFix%20Known%20Exploited%20Vulnerabilities%20(KEV)%20Content%20Pack

